Field Type Description (Values)

id bigint(20) UUID for this event
create_time  datetime not used
update_time datetime not used
added_by_id bigint(20) not used
upd_by id bigint(20) not used
audit_type int(11)
access_result varchar(255) Was access allowed or not (1 or 0)

The type of access that was requested - READ, WRITE,
access_type varchar(255) EXECUTE

Which security component enforced the authorization policy
acl_enforcer varchar(255) (xasecure-acl or hadoop-acl)
agent_id varchar(255) not used
client_ip varchar(255) IP of the client making the request
client_type varchar(255) not used

The id of the corresponding policy that was used to allow or
policy_id bigint(20) deny access to the resource.

The name of the repo in Ranger that the client was accessing
repo_name varchar(255) and that Ranger is managing.

An integer corresponding to the type of the repo (HDFS=1,
repo_type int(11) Hive=, HBase=2)

HDFS: path to the requested resource

Hive: not used
result_reason varchar(255) HBase: not used
session_id varchar(255) The ID of the session when the request was made.
event_time datetime The time that the request was made.
request_user varchar(255) The user that made the request.

action

HDFS: not used

Hive: the operation being performed (e.g.,

CREATEDATABASE, LOAD, CREATETABLE, QUERY, etc.)
varchar(2000) HBase: the operation being performed (flush, close, Get, etc.)

request_data

HDFS: not used
Hive: Full SQL
varchar(2000) HBase: not used

HDFS: path to the requested resource
Hive: name of table, column, or database being accessed

resource_path varchar(2000) HBase: table or column name being accessed




Short description of the type of resource being accessed.

HDFS: HDFSPath
Hive: @database, @table, @column
resource_type varchar(255) HBase: table or column




